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Abstract In this paper, we propose a method to detect the anomalous operation of home IoT devices focusing
on the condition. Our method defines the states related to the situation of the in-home activities and models the
time series of the situation by a state transition model. Our method learns the state transition probabilities and
the probability to observe sensor values or operate each device for each state from the monitored data. Then, our
method detects anomalous operation by using the model. We evaluate our method by using the data obtained in
the actual home environment. The results demonstrate that our method achieves 72.3 % of detection ratio with less
than 20.1 % of the misdetection ratio, while the method that defines the conditions by only the time of day cannot

achieve such accurate detection.
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